
1

Security Analysis of the Cliques Protocols Suites:
First results

O. Pereira, J-J. Quisquater
UCL Crypto Group

Place du Levant, 3 - B-1348 Louvain-la-Neuve, Belgium.

{pereira, quisquater}@dice.ucl.ac.be

Key words: Group Protocols, Diffie-Hellman, Systematic Analysis, Cliques Protocols.

Abstract: The Cliques protocols are extensions of the Diffie-Hellman key exchange
protocol to a group setting. In this paper, we are analysing the A-GDH.2 suite
that is intended to allow a group to share an authenticated key and to perform
dynamic changes in the group constitution (adding and deleting members, …).
We are proposing an original method to analyze these protocols and are
presenting a number of unpublished flaws with respect to each of the main
security properties claimed in protocol definitions (key authentication, perfect
forward secrecy, resistance to known-keys attacks). Most of these flaws arise
from the fact that using a group setting does not allow to reason about security
properties in the same way as when only two (or three) parties are concerned.

1. INTRODUCTION

Within the scope of the CLIQUES project, five suites of group key
distribution protocols have been developed. In this paper, we are studying
the A-GDH.2 protocols suite [AST00]. The main A-GDH.2 protocol (that
will be referenced as the A-GDH.2 protocol in the rest of this paper) allows a
group of users to agree on a contributively generated key. The other
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protocols of the suite permit the addition of new members in the group (A-
GDH.2-MA), the removal of a member, the fusion of two groups, etc.

The analysis of these protocols raises a number of several problems that
have not (or not much) been studied in the literature: taking into account
low-level arithmetic properties, variable number of participants in the
protocols, re-use of values in several protocols, … Furthermore, the intended
security properties are not simple transpositions of those studied in the
context of two parties protocols.

In this paper, we are proposing a simple model that we will use to reason
about the A-GDH.2 protocol suite. The analysis we will perform with this
model will lead us to the pinpointing of several attacks against these
protocols. These attacks are typically performed by the intruder using the
computations performed by honest users to obtain some secrets at the cost of
the exclusion of a member from the group (which is computing a corrupted
key or not receiving some messages). This exclusion, that would be very
problematic in the case of two-parties protocols, has many chances to remain
unnoticed by the other members of the group, particularly when the group
size increases. It can also be interpreted as a network problem or as a
temporary absence, which will not prevent the other members to use the key
they computed.

This paper is organized as follows. First we will briefly define the A-
GDH.2 protocols. Then we will explain the main particularities they present
with respect to the usually analysed protocols and propose a model that we
will use to perform our analysis. This analysis will constitute the last part of
the text.

2. THE A-GDH.2 PROTOCOL SUITE

All protocols proposed within the scope of the CLIQUES project are
based on the difficulty of a single problem: the Diffie-Hellman decision
(DDH) problem (i.e. given a large integer p and knowing αa mod p and αb

mod p, it is difficult to compute αab mod p). All arithmetic throughout this
paper will be performed in a cyclic group G of prime order q which is a
subgroup of *

pΖ for a prime p such that p = kq + 1 for small k ∈ N (e.g. k =
2). We assume that p, q and α are public and known by all users, and that
every user Mi shares (or is able to share) with each Mj a distinct secret Kij.
For example, we can set )mod(

.
pFK ji xx

ij α= where xi is a secret long-term
exponent selected by every Mi and ixα (mod p) is the corresponding long-
term public key. We will now describe the two protocols studied in this
paper: the Key Generation and the Member Adding protocols (the other
protocols of the suite are not described in detail in the literature).
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2.1 The A-GDH.2 Protocol

Let M = {M1, …, Mn} be a set of users wishing to share a key Sn. The A-
GDH.2 protocol executes in n rounds. In the first stage (n – 1 rounds),
contributions are collected from individual group members and then, in the
second stage (n-th round), the group keying material is broadcast. The actual
protocol is as follows:

Initialization:
Let p be a prime integer and q a prime divisor of p-1. Let G be the unique
cyclic subgroup of *

pΖ of order q, and let α be a generator of G.
Round i (0 < i < n):
1. Mi selects ri ∈ *

qΖ

2. Mi� Mi+1: { [ ]ijj
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Round n:
1. Mn selects rn ∈ *
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Upon receipt of the above, every Mi computes the group key as:
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The main security properties that this protocol is intended to provide are
the following:
– Implicit Key Authentication: each Mi ∈ M is assured that no party Ma ∉

M can learn the key Sn(Mi) (i.e. Mi’s view of the key) unless helped by a
dishonest Mj ∈ M.

– Perfect Forward Secrecy: the compromise of long-term key(s) cannot
result in the one of past session keys.

– Resistance to Known-Keys Attacks: the compromise of a session key
cannot result in a passive adversary to compromise keys of other
sessions, nor in an active adversary to impersonate one of protocol’s
parties.
All these properties have to be fulfilled in the presence of an active

adversary who can insert, delay or delete messages.

2.2 The A-GDH.2-MA Protocol

Let M = {M1, …, Mn} be a set of users sharing a key Sn and assume that
Mn+1 is wishing to join the group. The A-GDH.2-MA protocol executes in 2
rounds: in the first one, Mn sends to Mn+1 a message computed from the one
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he broadcast in the last round of the A-DGH.2 protocol and from the old key
while in the second round, Mn+1 broadcast the new keying material to the
group. The actual protocol is as follows:

Round 1:
1. Mn selects nr̂ ∈ *

qΖ

2. Mn�Mn+1: { [ ]ni
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Round 2:
1. Mn+1 selects rn+1 ∈ *
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Upon receipt of the above, every Mi (Mn+1 included) computes the new key as:
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The security properties described for the A-GDH.2 protocol are intended
to be preserved after the execution of the A-GDH2.MA protocol.

3. A MODEL FOR THE ANALYSIS OF THE CLIQUE
PROTOCOLS

A number of methods were developed during the last few years for the
analysis of security protocols. Many of them are based on state-space
exploration: they usually proceed by defining an arbitrarily bounded system
and explore it hoping that if there is an error in the protocol, it can be
described by a behavior included in the considered state-space ([MCJ97],
[Low98], [DFG99], …). However, several tools allow to obtain proofs for
unbounded systems at the cost of the interactive proof of several lemmas
[Mea96] or of the risk of receiving no answer for some protocols [Son99].
Other approaches are based on the use of logics ([SvO94], [Pau98], …).
They allow to obtain proofs for arbitrary size systems, but they often require
error-prone formalization steps and does not provide the same support in
pinpointing problems as the direct generation of counterexamples. Recently,
“manual” approaches were presented, allowing to obtain fine-grained proofs
for systems of any dimension, and even to analyze the interactions between
protocols that can be executed concurrently (see [THG99a] for example).

In order to make such proofs feasible, several simplifying assumptions
are typically stated: a very limited set of cryptographic primitives is



Security analysis of the Cliques protocols suites: 1st results 5

considered (typically public-key and symmetric-key encryption), and these
primitives are usually idealized in such a way that they act as black-boxes
(ignoring low-level properties such as the multiplicative structure of RSA or
the characteristics of the chaining method used in symmetric-key encryption
for example).

The use of state-space exploration techniques in the study of group-
protocols seems very difficult due to their very essence : the number of
participants in an honest session of the protocol is basically unbounded, what
will intuitively result in dramatic state-space explosion problems. As we
know, the only successful analysis of group protocols have been performed
by theorem-proving approaches ([Pau97], [BS97]) which allow inductive
reasoning. However we recently learned that C. Meadows was performing
(independently of us) the analysis of the A-GDH.2 protocol, adapting her
NRL Protocol analyser by extending the power and scope of its theorem-
proving capabilities [Mea00].

Beyond the problem of the unbounded number of participants in the
protocols, the modelling of the A-GDH.2 protocols suite requires the
capturing of several low-level arithmetic properties: exponentiation,
commutativity, associativity, that are out of the scope of most of the works
encountered in the literature. Furthermore, the A-GDH.2 key generation
protocol is not intended to be used alone: there are several other protocols in
the suite (member addition, …) that use values computed during the key
generation protocol and can interfere with its security properties.

All these characteristics led us to try to adapt ideas presented in the
context of the strand space approach ([THG99b], …) in order to be able to
reason about protocols based on the Diffie-Hellman Decision problem. In the
following paragraphs, we will first introduce the modeling of the messages
that we are using, then we will describe the intruder capabilities and, finally,
we will show how the intended security properties can be verified and apply
our method for the analysis of the A-GDH.2 protocols.

3.1 Messages and Intruder’s Knowledge

The messages sent in the protocols proposed within the scope of the
CLIQUES project are constituted by the concatenation of elements of a
group G of prime order q that is a subgroup of *

pΖ (p and q being large
prime integers). A particular element, that we will denote α, is a generator
of G and is shared by all users of the network (as well as the knowledge of
the characteristics of the group G). All exchanged elements of G are
expressed as powers of α (mod p). It can then be checked that the
participants have to manipulate three types of elements:
– Random Numbers (ri)
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– Long-term Keys (Kij)
– Elements of G expressed as α raised at the power of a product of random

numbers and long-term keys. We will denote the set of all these product

as P (i.e. P = { }ZeeKr jli
e
jl

e
i

jli ∈∏∏ , ). The only sent elements are the

ones of this type.
The behaviour of the honest participants is quite simple: they receive

elements of G, exponentiate them with random numbers and/or long-term
key (possibly inverted), and send them to other participants. The group-key
is obtained in the same manner, except that the result of the computations is
not sent but kept confidential.

It can be noticed that when a participant receives an element of G, he has
to accept it without being able to check anything concerning its constitution
or origin. Furthermore, in the key-generation protocol described above, the
completion of a protocol’s session does not implies for any Mi the presence
on the network of an other expected group member: the expected implicit
key-authentication property says that the key computed by Mi at the
reception of the broadcast of the n-th round of the protocol (key that we will
write Sn(Mi)) can be known only by the participants to whom this message
was broadcast by Mn (if Mn actually sent this message).

The goal of an intruder is hence to possess a pair of elements of G related
between them in such a way that the second is equal to the result of the key-
computation operations of a honest Mi applied to the first element of the pair,
and there are n secret pairs corresponding to an execution of the protocol
between n parties.

As we said above, the key-computation operation is always a sequence of
exponentiations of a received element of G by some previously generated
random numbers or keys. In a scriptural view, these operations amount to
multiply an element of P by another (secret) element of P and to keep the
result confidential. We can then define a set R as the set of the ratios
between elements of P, and the goal of the intruder will be to obtain some
secret value of R.

More precisely, our model will deal with two sets of elements:
– The set E containing the random numbers ri and the long-term keys Kij

– The set R of the ratios between elements of P. This set is defined as
follows: given the set E and an injective function f from E to R, (R,.) is
the commutative group of which the elements of Im(f) (the image of E in
R trough the f-function) are the generators. In order to simplify the
notations, we will use the same letter to denote e ∈ E and f(e) ∈ R.
Example: The pair (αx,

1
11
−
nKxrα ) will be represented by the element

1
11
−
nKr ∈ R.

The use of such a construction implies several hypothesis concerning the
elements of G. We have actually to assume that any element of G can only
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be computed in one way (excepted the permutations in the order of the
exponentiation of α and the possibility of exponentiation by an element of E
and by its invert successively). In particular, we assume that αx+y ≠ αz (with
x, y, z ∈ P) and, more generally, that a secret cannot be computed by
combining elements of G (but only elements of E with elements of G). These
hypotheses seem quite plausible given that we work within a large group and
that the DDH problem is hard.

It can also be noticed that the use of the R-set implies another restriction
due to its very structure: it does not allow to capture the relation between
more than two elements of G. Once again, it does not seem to be a problem
if we notice that the relevant security properties always come down to the
impossibility of finding two elements of G presenting between them a
particular relation, so that the consideration of more complex relations
cannot be of any help to prove the correctness of the protocol. It could be
useful to use such extensions to discover more dangerous attacks that violate
more than one security property, but we are more interested in proving
correctness than in finding “optimal” attack sketches.

We are currently working on the development of a more rigorous
framework to express these hypothesis and determine the measure in which
they are idealization of the real capabilities of the intruder. We will now be
looking at the ways that the intruder can use to manipulate our two sets of
elements.

3.2 Intruder Capabilities

In [STW96], M. Steiner & al. showed that the problem of computing
nxxx ...21α from the view of the set of all miii ...21α where {i1, i2, …, im} is a

proper subset of {x1, x2, …, xn} was equivalent to the DDH problem. This
can be used to convince us that the combination of several elements of G
sent during a session of the protocol cannot be of any use in order to
compute a secret element (but we are not providing any proof of it at this
time).

The only computation that can be useful for the intruder will then be the
exponentiation of an element of G by a known element of E. If we note EI

and RI the subsets of elements of E and R (respectively) that are known by
the intruder, we can then transpose this remark as follows:

(1) If e ∈ EI and r ∈ RI then r.e ∈ RI and r.e-1 ∈ RI

There is another way for the intruder to obtain new elements of R : the
use of the computations executed by the honest users. As we said above, the
behavior of these users is quite simple: they receive elements of G and
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exponentiate them with some values of E. We will call such operations
services. More precisely, a service is a function s: G � G, αx

� αp.x (x, p ∈
P), and we call S the set of the available services. Let us see how a service
can be described in term of growth of RI. If r ∈ RI, then the intruder
possesses two elements of G that can be written αx and αrx. If the intruder
sends αx to an honest user performing the service s: s(αx)=αp.x, then he will
learn the element p-1.r ∈ RI. Conversely, if the intruder sends αrx to the user
that performs the same service, he will learn the element p.r ∈ RI. We can
then write our second rule for the increasing of the RI –set:

(2) If s ∈ S : s(αx)=α p.x, and r ∈ RI then r.p ∈ RI or r.p-1 ∈ RI

Nevertheless, we have to be careful in the use of this rule and impose
some restrictions in its application due to the fact that the honest users
provide several services in parallel and only once. This will be examined
more in the detail in the next section where we will propose a method to
determine if a ratio is secret or can be obtained by the intruder.

3.3 Proving Secrecy Properties

In the context of the Cliques protocols, the most general message
transformation provided by a user during a single round can be written as
follows:

nmnnnn yxyxyxyxyxyxxxx ααααααααα ............... 122221212111121 →

This view can be used to express the rules limiting the composition of
services in the derivation of the set RI:
– The rule (2) can be used at most once for each service. Furthermore, it

can only be used on an element of RI that has been obtained previously.
– If two services s1: xpxs .

1
1)( αα = and s2: xpxs .

2
2)( αα = are performed

during the same round and take distinct inputs (i.e. are applied to distinct
ixα ), then they can be used on a single element r ∈ RI to produce the

following elements: r.p1, r.p2, 1
1. −pr , 1

2. −pr , 2
1

1 .. ppr − , 1
21.. −ppr (but not

21.. ppr nor 1
2

1
1 .. −− ppr )

– If two services s1: xpxs .
1

1)( αα = and s2: xpxs .
2

2)( αα = are performed
during the same round and take the same inputs (i.e. are applied to the
same ixα ), then they can be used to produce the following elements:

2
1

1 .pp− or 1
21. −pp . It can be noticed that these elements are independent

from any previously known element of RI.
From these considerations, we can suggest a general scheme to obtain the

proof of the secrecy of a particular r ∈ R.
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1. Expression of the available services (S-set), of the atomic elements and
ratios initially known by the intruder (EI and RI), and of the secret ratios
(let RS be this set).

2. Suppression of all elements corresponding to those of EI from the
expression of S, RI, and RS. This operation simplifies the problem and
does not change its solutions since:
– If e ∈ EI, every operation that uses the service s: s(αx) yxei

α→ (i ∈ Z)
can be performed by using a service s’: s’(αx) xyα→ and by suitably
applying the (1)-rule.

– If e ∈ EI, and r.ea ∈ RI then r ∈ RI (anew by applying rule (1))
– If e ∈ EI and r.ea ∈ RS then the knowledge of r implies the one of r.ea

(for the same reason)
Example: if K1n ∈ EI then the service s: s(αx) nnKxr 1α→ is as useful as the

service s’: s’(αx) nxrα→
3. Writing of the linear system expressing the “balance” of the variables in

the construction of the secret from the services. This system contains one
variable per service and element of RI, one equation per element in E, and
the second term of each equation is the power of the corresponding
element in the studied secret. This system expresses that the only way to
compute the secret is to successively apply some services on a known
ratio. If this system is inconsistent, then the intended confidentiality
property is verified (in our model). If this is not the case, we have to
check the restrictions on the use of services described above. If it is
possible to find a solution of the system that meets all these constraints,
then an attack on the protocol can be derived.
We will now see how this scheme can be applied for the analysis of the

A-GDH.2 protocols suite.

4. ANALYSIS OF THE A-GDH.2 PROTOCOLS
SUITE

In the first paragraphs, we will concentrate our study on the properties of
the A-GDH.2 key generation protocol. Then, we will extend it by
considering the concurrent use of the A-GDH.2-MA protocol.

4.1 Analysis of the A-GDH.2 Key Generation Protocol

As described above, the first step in our analysis will be the description of the
protocol.

In the first round, the user M1 provides r1 ∈ RI. From the second round to
the (n-1)-th round, the user Mi provides the service si: si(αx) ixrα→ several
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times in parallel. For the simplicity, we will refer to the service
si(αx) ixrα→ by the power it raises its input : ri (∈ S). During the n-th round,
Mn provides the n-1 services: nn Kr 1 , …, nnn Kr 1− . The secrets are the
following: 1−

ini Kr for Mi (1≤ i<n) and rn for Mn.
Having so described the protocol, we will start our analysis by studying

the implicit key authentication property, then we will turn to the perfect
forward secrecy property, and finally to the resistance to known keys attacks
property.

4.1.1 Implicit Key Authentication

In the study of this property, we can assume that the EI -set is empty. If
we follow the analysis scheme proposed above, we have now to express the
linear system describing the “balance” of the variables of E. We will first
look at the secrecy of 1

11
−
nKr . If we use the “s”-letter to denote the coefficient

of the variable indicating how many times the service s has to be used to
construct the secret, it can be written as follows:

1r =1, r2=0, …, rn-1=0 (balance on r1, …, rn-1)

nn Kr 1 + nn Kr 2 +…+ nnn Kr 1− =0 (balance on rn)

nn Kr 1 = -1, nn Kr 2 =0, …, nnn Kr 1− =0 (balance on K1n, …, Kn-1n)
It can be observed that the summing of the n-1 last equations provides an

inconsistency with the n-th equation. Hence, we can say that 1
11
−
nKr cannot be

obtained by using the two enrichment rules we defined and that Sn(M1) is
kept secret in our model as claimed in protocol’s definition. If we write this
system in the case of multiple sessions of the protocol (for which I is
excluded), it can be easily checked that this inconsistency is preserved. The
transposition of this result for the 1−

ini Kr -secrets is straightforward and if we
transform the second members of these equations in order to prove the
secrecy of rn, we can easily obtain an inconsistency between the same
equations. We can then say that the Implicit Key Authentication property is
correct with respect to our model.

4.1.2 Perfect Forward Secrecy

In the study of this property, we will assume that EI contains all long
term keys Kin. If we apply the transformation suggested as second step of our
proof-scheme, we can rewrite the set of services S = {ri | i ∈ [2,n]}, RI =
{r1}, and RS as {ri | (i ∈ [1,n]}. For each secret ri, the resulting linear system
has a trivial solution: ri =1. This solutions meets all restrictions described
above, and we can then assume that the perfect forward secrecy is somehow
suspicious.
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A scenario corresponding to an attack against M1 is as follows. The secret
is 1

11
−
nKr and the value of interest is r1 provided by M1 in the first round. The

intruder will therefore replace the element of G intended to M1 in the
broadcast of the n-th round by α in such a way that Sn(M1) will be computed
as

1
11
−
nKrα . The perfect forward secrecy property says that the compromising

of long term keys cannot result in the one of session keys. But if K1n is
compromised, the intruder will be able to compute

1
11
−
nKrα (by exponentiating

1rα provided during the first round). Hopefully, this problem does not seem
very dangerous in the practice since Sn(M1) will be different of the keys
computed by the other members of the group. The scenario will be similar
for all the other Mi (i<n), and it can be noticed that all these attacks can be
performed in parallel, which can be useful in some contexts. However, the
attack against Mn will be somewhat different. His secret is rn, and the useful
services are nn Kr 1 , …, nnn Kr 1− (each can be used). These services are
respectively applied to the n-1 first elements of the (n-1)-th round, and the
secret is computed from the last element of the same run. The intruder will
then proceed by substituting one of the n-1 first elements of this round with
the last element of the message. If we suppose that he substitutes the first
element, Mn will compute Sn(Mn) = nrr ...1α and broadcast nn Krr 11...α , nnKrrr 231 ...α ,
…, nnnn Krrrr 1221 ... −−α . Hence M1 will be computing a wrong key: Sn(M1) = nrr ...2

1α
while all other members of the group will compute Sn(Mi) = nrr ...1α (1< i ≤ n).
Then, if K1n is compromised, the intruder will be able to compute the key
Sn(Mn) that is shared by all group-members except one (that he can isolate
from the rest of the network or that can have never been alive). This attack is
represented for a group of four members in Fig. 1. It seems to us that this is a
much more awkward scenario. The fact that this attack provides the key
computed by group-members others than Mn corresponds to the fact that it
exploits solutions of the type ri = 1, rnKin = -1, rnKjn = 1 that are less trivial
solutions of the system corresponding to the secret of Mi.

Figure 1. Attack against the Perfect Forward Secrecy Property

4.1.3 Resistance to known-keys attacks

This property expresses that the compromising of session keys does not
allow a passive adversary to compromise keys of other sessions nor an active
adversary to impersonate one of the protocol parties. The part of this

M1 M2 M3

M4

1, rαα 2121 ,, rrrr ααα
321213132 ,,, rrrrrrrrr αααα

321 rrrα

3442124431144321 ,, KrrrKrrrKrrrr ααα
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property concerning the passive adversary is studied in [AST00] and we will
focus on the second part.

However the authors claim that the resistance to an active adversary is
more dubious and suggest an attack that does not seem very useful in the
practice. The application of our method to the verification of this property is
as follows. We will assume two sessions of the protocol with the same
participants, and the random numbers generated by Mi during the first and
second sessions of the protocol will be ri and ri’ respectively. Hence, we can
write that:

S = { nnnnnnnnnnnn KrKrrrKrKrrr 11121112 ,...,,,...,,,...,,,..., −−−− ′′′′ }

EI = ∅
RI = { nnnnn rKrKrrr ,,...,,, 1

11
1

1111
−
−−

−′ }

RS = { nnnnn rKrKr ′′′ −
−−

− ,,..., 1
11

1
11 }

If we write the linear system corresponding to 1−′ ini Kr (1 ≤ i < n), we can
check that

1−
ini Kr = 1, ri = -1, ir′ = 1

and all other services unused is a solution. If i = 1, it is however
impossible to find an attack scheme since all these values are in RI and
cannot be successfully assembled. Nevertheless, for all others values of i, the
following attack is possible:
1. Let αx be one of the terms of the input of the i-th round of the first run of

the protocol. Mi will therefore send ixrα .
2. The intruder replaces then the term innii Krrrr ...... 111 +−α with αx. Hence Sn(Mi)

will be equal to
1−

ini Kxrα . Since we study known-keys attacks, we will
assume that this value is compromised.

3. In the second run of the protocol, the intruder replaces one of the inputs
of the i-th round with

1−
ini Kxrα . Mi will therefore send iini rKxr ′−1

α .
4. In the broadcast of the second run of the protocol, the intruder finally

replaces the term intended to Mi with ixrα (obtained in the first step of
our scenario). Hence ( )in MS ′ will be computed as iini rKxr ′−1

α that has been
obtained during the third step of our scenario.
At the end of this scenario, the intruder will possess a key that Mi

believes to be secret. However this key is unknown to the rest of the group
and the compromised key used is a malformed key which reduces the scope
of these attacks. However, if all malformed keys are available, the intruder
can perform this attack simultaneously against almost all members of the
group!
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We can now turn to the secrecy of rn. If we look at the linear system
corresponding to this secret, we can find two types of solutions. The first is:

ri = -1, 11 =−
ini Kr , 1=′ innKr

From these solutions, we can obtain the scenarios corresponding to the
attack proposed in [AST00]. The scope of these attacks is the same as the
one we just described.

However, another type of solution can be found:

rn = 1, 1−=innKr , 1=′ innKr

For 1 ≤ i < n, it is possible to apply the following scenario:
1. In the inputs of the last round of the first session of the protocol, the

intruder replaces 1111 ...... −+− nii rrrrα with 11 ...... −ni rrrα . Hence, all elements of the
broadcast will be preserved except the one intended to Mi that will be
equal to innKrr ...1α . Sn(Mn) will hence be equal to nrr ...1α and shared by all
members of the group except Mi. In a context of known-key attacks, we
will assume that this key is compromised.

2. In the inputs of the last round of the protocol second session, the intruder
will substitute 11... −′′ nrrα with inn Krr ...1α and 1111 ...... −+− ′′′′ nii rrrrα with nrr ...1α . Hence
Mn will broadcast ninn rKrr ′...1α and compute Sn(Mn)= ninn rKrr ′...1α .
This scenario is more dangerous since we assume the compromising of a

key that has been shared (and normally used) by all members of the group
except one. However, it allows to attack only Mn. Fig 2. represents this
scenario for i=1 and a group of four members.

Consequently, the resistance to known-key attacks seems problematic in
this protocol.

Figure 2. Attack against the Resistance to Known-Keys Property

M1 M2 M3

M4

1, rαα 2121 ,, rrrr ααα
321213132 ,,, rrrrrrrrr αααα

321 rrrα

3442124431144321 ,, KrrrKrrrKrrrr ααα

M1 M2 M3

M4

1, r′αα 2121 ,, rrrr ′′′′ ααα
321213132 ,,, rrrrrrrrr ′′′′′′′′′ αααα

4321 rrrrα

34421244311444321 ,, KrrrKrrrKrrrrr ′′′′′′′ ααα

144321 Krrrrα
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4.2 Consideration of the Use of the A-GDH.2-MA
Protocol

The key generation protocol (A-GDH.2) is not intended to be used alone:
it is often useful to enable the addition or deletion of group members after
the initial group creation and, in order to provide each of these services, we
will use new protocols. As we said above, the aim of the A-GDH.2-MA
protocol is the addition of a new member in the group. In this paragraph, we
will extend our analysis of the A-GDH.2 protocol by taking into account the
presence of the Member Adding protocol.

As a first step, we will study the Implicit Key Authentication property
and consider two sessions of the protocols: in the first session, the A-GDH.2
protocol is executed by M1, …, Mn; while in the second session a member is
added to this group. Following the same approach as above, we will first
write the sets EI, RI, RS and S that will be the union of those corresponding to
each of the two protocols sessions:

S = { ,,...,,,..., 1112 nnnnnn KrKrrr −− (A-GDH.2 Protocol)
,ˆ,ˆ,...,ˆ,ˆ 11 nnnnnnnnnnnn KrKrrKrrrr − (First round of A-GDH.2-MA)

111111 ,..., +++++ nnnnn KrKr } (Last round of A-GDH.2-MA)
EI = ∅
RI = { 1r }
RS = { ,,,..., 1

11
1

11 nnnnn rKrKr −
−−

− (A-GDH.2 Protocol)
1

11
1
11

1
11

1
11 ,..., −

++
−
++

−
+

−
nnnnnnn KKrKKr } (A-GDH.2-MA Protocol)

EI being empty, we can immediately study the linear system
corresponding to the secrets. This system is a little larger than the previous
but remains quite regular. If we solve it, we find that a number of secrets can
be compromised: 1−

ini Kr ( ni <≤1 ) can be obtained by combining the services
(or ratios in the case of r1) ri, nnrr ˆ and innn Krr ˆ (1 ≤ i < n). The other secrets
can not be compromised in this scheme. The corresponding scenario is as
follows:
1. M1, …, Mn execute the key-generation protocol, but I intercepts the

broadcast of the n-th round.
2. I obtains that Mn starts the A-GDH.2-MA protocol with some other user

of the network, and eavesdrop the first message.
3. I sends the parts corresponding to the users M1, …, Mn-1 faking the

broadcast of the A-GDH.2 protocol.
When done, M1, …, Mn-1 will share with the intruder the key nnrrrr ˆ...21α that

has been sent by Mn as the last part of the first message of the A-GDH.2-MA
protocol. The scheme corresponding to this attack in the case of the adding a
fourth member to the group is described in Fig. 3. Hence the Implicit Key
Authentication property seems to become problematic when we consider the
possibility of the use of the A-GDH.2-MA protocol in parallel with the A-
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GDH.2 protocol. This security property being compromised, it does not
seem useful to continue our analysis for the other properties.

Figure 3. Attack against the Implicit Key Authentication Property

5. CONCLUSION

Throughout this paper, we presented the first steps of the development of
a model for the analysis of the Cliques protocols. The reasoning in our
model led us to pinpoint a number of unpublished flaws in the A-GDH.2
protocols suite, emphasizing the necessity to be able to reason systematically
on security protocols, especially in contexts where active adversaries are to
be considered. The scope of these flaws is summarized in the Table 1.

Table 1. Summary of the Flaws
Protocols Considered Property Analysed Number of Members Flawed

A-GDH.2 Implicit Key Authentication No Attack Found
A-GDH.2 Perfect Forward Secrecy n-1
A-GDH.2 Resistance to Known-Keys 1 (but parallel attacks possible)

A-GDH.2 and
A-GDH.2-MA

Implicit Key Authentication n-1

We are currently working on defining more precisely the attacks
detectable (and those undetectable) with our model, on the incorporation of
our “machinery” in more general models, and on the construction of fixes on
the A-GDH.2 protocols that are secure from our model point of view.
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