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Abstract. Securing the mobile code commerce is not an easy task at all.
We propose in this paper a framework to tackle this problem. In a first
step, we analyse the general issues that must be addressed. In a second
step we list the possible techniques that can be used for that purpose.
In a third step, we build a framework based on the analysis done. This
framework has been implemented to show its validity.
Keywords. electronic commerce, electronic right management, copy-
right protection, software piracy, obfuscation, watermarking

1 Introduction

Computers are more and more interconnected with networks like Internet. This
high level of connectivity allows to develop new distribution channels for non
physical components. In the same time, it also opens new ways to breach the
IPR (Intellectual Property Right) of the owner of those components.

This is especially the case for software components. It is very easy to sell
programs over the Internet. It is also easy to copy them. An average user can
install them on many computers, use them more time that he is allowed to and
even share it on Internet. With a little more complexity and time, an average
software engineer can reuse, repackage, resell your component with his own name.
He can also decompile, steal your proprietary code. This is more and more the
case with multiplatform language such as Java.

This interconnected world is full of new opportunities for the software busi-
ness but it also allows a new range of pirating methods that can kill this business.

We consider it useful to build a practical system to address those issue. That
is the purpose of FILIGRANE [7] (European-funded project). FILIGRANE is a



security framework that allows secure trading of mobile code on Internet. This
framework offers many services like registration of mobile code, certification of
the entities involved, copyright protection, protections against code modifica-
tions, protections against illegal use and copy.

We will describe the framework in section 2, the general issues raised in sec-
tion 3, the techniques used (and their limitations) in section 4 and make an
overview of the protocols in section 5. As an implementation of this framework,
we developed a demonstrator that is focused on mobile Java applets and appli-
cations.

2 FILIGRANE Functional Architecture

In this section we will introduce the actors and the main interaction that exists
between the actors. This is an overview of the architecture of FILIGRANE.

2.1 Actors

Below we give the list of actors associated with the FILIGRANE functional
model. This model is based on the model developed in the IMPRIMATUR
project [8]. The FILIGRANE system is composed of the following actors:

– Certification Authority (CA): a Trusted Third Party (TTP), providing ser-
vices for the creation and distribution of electronic certificates for producer,
end user, provider and the Rights Clearing House (RCH);

– Producer : a software developer or company, offering mobile code to a provider
for e-commerce;

– Provider : actor providing goods such as software, services and information.
The Provider sells services and/or electronic delivery of items for sale such
as software. The Provider negotiates the contract conditions for the use of
services electronically;

– End user : an authorized holder of a certificate supported by a CA, and
registered to perform software download by the FILIGRANE system;

– Rights Clearing House (RCH): this actor is dedicated to the definition and
redistribution of rights between actors of the system as the result of a trans-
action;

– Fee Collecting Agency : this actor is responsible for collecting funds as the
result of financial transactions and to redistribute them proportionally to
the various actors of the system according to the conditions of the associated
contracts. This operation requires a tight linkage between the Fee Collecting
Agency and the RCH;

– Quality Label Service: this optional actor can enter the system, his role is
qualifying mobile code to be distributed with various quality labels recog-
nized by potential purchasers;

– E-notary : this actor will notarize all transactions in the system and act
as a trusted repository for all actors in order to constitute a full database
guaranteeing the rights of all actors in the system.



2.2 Functional Model

The focus of FILIGRANE is to build a secure framework for exchanging mo-
bile code between actors and managing the rights associated with mobile code.
Therefore, we concentrated on the following steps: Ordering, Contract handling,
Delivery of goods and Usage control on the end user side. We let alone the pay-
ment part (left part in fig. 1) as we can use off the shelf components for this
part.

3 General Issues

Now that we have a clear picture of the architecture of FILIGRANE, we can
identify the security objectives we need to achieve. This framework should be
usable in a real world system. We are not doing security for the sake of security.
Moreover the end user must adopt FILIGRANE. Therefore, we must also identify
which are the requirements of this end user.

3.1 Contract Handling

We must be able to produce automatically a contract between the provider
and the end user and generate the associated set of rules that will control the
execution of the program on the end user’s computer. We should not only protect
the provider against the end user but also the rights of all actors. Therefore the
contract and the rules must be notarized by the e-notary so that the end user is
protected against abuse from the provider.

3.2 Delivery of Goods

We must provide a mechanism that allows to download the software and the
associated stuff (contract, rules, . . . ) in a secure way onto the end user system.
It does not only mean that the data cannot be intercepted but also that the
end user is convinced that the downloaded data really comes from the provider
where he purchases the software.

3.3 Generic Software Protection

We want to prevent the following actions:

– Illegal copy : Forbid an unauthorized user to copy the program in another
computer and still be able to execute it. Note: we do not need to forbid the
copy as such, we need to avoid that the copy is usable.

– Illegal use: Forbid an unauthorized user to execute the program. This must
be the case even if one authorized user installed a program on a computer
and then an unauthorized user tries to execute it on the same computer.
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– Reverse engineering : Forbid a software engineer to decompile the program.
Once decompiled, proprietary algorithms are exposed. It is therefore really
important to avoid that.

– Illegal reuse: Forbid the reuse of one of the component of the program.
Nowadays, most of programs are constituted of several functional blocks that
can be reused in other programs. It must be avoided that a rogue software
producer is able to replace the user interface of the program and resell it
with its own brand.

– Illegal modifications: Forbid any modifications in the shipped program.

3.4 Usage Control

Even if an authorized user executes the program, we want to be able to put some
restrictions on the usage of the program:

– Duration limitation: Limit the number of hours to run the program.
– Date limit : Limit the dates when the program can be executed. One inter-

esting purpose is to avoid running too old programs.
– Number of uses: Limit the number of uses of the program.
– Features limit : Restrict some features to some users.
– Pay per use: Each time the user execute one particular function of the pro-

gram, he must pay for this use.

3.5 End User Point of View

– Technical Requirements. We should minimize the requirements made on the
end user platform. We should avoid requiring too many adds-on to the end
user system. Otherwise, the end user will not use FILIGRANE because he
does not have the proper hardware and software.

– End User Privacy. This should not be forgotten. The end user does not want
a central authority to be able to track down all purchases / uses he made.

– User Friendship. The system must be user-friendly. Otherwise, the end user
might try once but will abandon because of the too complex system.

– Cost. The system must also have advantages for the end user. If it is more
expensive than a classical on, the system is less likely to be adopted.

Dean [5] states that a non appropriate management of the user point of view
was at the origin of the failure of the DIVX system.

4 Software Protection and their Tools

We already stated in subsection 3.3 what main objectives we want to achieve.
However remember that we are not seeking the ultimate protection. It would be
costly and too annoying for honest users. Basically we want the ’cost’ for the
pirates to break the protections to be higher than the cost of buying it legally.



The meaning of ’cost’ can be very wide. In a recent paper [6], Devanbu and
Stubblebine developed a nice model of the economics of piracy.

This model can be seen as follow. Suppose that an entity needs n copies of
the same software item. This entity can either buy (for cost Cb) the item or
illegally obtain the item. The first step in that case is to hack the protection
mechanism (cost Ch), then make n copies (of value Cc) of the item. The law
intervenes in this model as the entity can get caught (probability Pl) and face
fines, . . . (cost Cl). Usually those last values (Pl and Cl) may depend on n. The
reality, actually, is unfortunately that:

n ∗ Cb >> Ch + n ∗ Cc + Pl(n) ∗ Cl(n)

The objective is therefore to modify the balance so that most people will have
a strong incentive to buy the software items. Let us first examine quickly the
non-technical variables. The cost Cb can be reduced. It is the approach chosen by
the free software industry. The other non-technical issue is the cost Cl. This cost
is likely to increase in the following years with new regulations like the DMCA
(Digital Millennium Copyright Act). The three remaining variables can at least
partly be addressed with technical solutions.

This is a fine model but piracy is not limited to illegal use of the software item.
Piracy can also arise when a rogue software company tries to steal some parts
of your code or reverse engineer your code in order to extract your proprietary
algorithm. We need to extend the equation of Devanbu and Stubblebine. We built
similar models for this kind of piracy. The rogue software company can rewrite
the component (cost Crw), steal a component (cost Cs) or reverse engineer a
component (cost Ce). We want a software company to have a strong economic
advantage to really develop a component instead of stealing it. Consequently,
what we want is :

Crw << Cs + Pl(n) ∗ Cl(n)

Crw << Ce + Pl(n) ∗ Cl(n)

Note that Pl and Cl are not exactly the same as in the first equation but in
a first approximation we consider that they are quite the same. Although Crw

is a technical cost, we can not really influence it. To achieve the result we want,
we need to increase Cs and Ce with technical solutions.

We will now review the technical choices we made. For each solution, we will
explain our choices, detail their protection and list the remaining attacks.

One important point we should not miss is the targeted platform. Some weak-
nesses against piracy can appear with specific run-time environments. Of course,
others can disappear. We will face different problems in different environments
like: set-top boxes, smart cards, computers. Even in computers, the run-time en-
vironment will change the weaknesses: Unix (Linux), Mac OS, Windows, Java,
. . . The solutions we will show are useful for most platforms but not all. Some
of them may not be needed in particular cases. As the demonstrator of FIL-
IGRANE runs inside a Java Virtual Machine (JVM), an emphasis will be put
on counter-measures that must be applied in that context.



4.1 Encryption

Encryption serves two different purposes: Avoid unauthorized execution of the
mobile code and avoid access to the mobile code (compiled code, resource files).

The user needs to have the decryption key to be able to run the software.
This is a problem because if the user is a hacker, it will be easy for him to steal
the key. Therefore the key is stored in a smart card (see next section) and it is
impossible to retrieve it as such. The key is user not computer dependent. It is
user-friendly because you can easily change of computer.

The encryption is a powerful way to modify the economics equation. It in-
creases the cost of hacking (Ch), the cost of stealing a component (Cs) and the
cost of reverse engineering (Ce).

Other attacks

– A first attack consists in monitoring the memory and looking for the de-
crypted code as the code must be decrypted before execution. You need to
execute all parts of the program before gathering the complete code. If we
look at the platform (Java) we choose, this attack is more complex. First
the code is sliced in classes which are decrypted only when they are needed.
Then, the code is not stored as stream of bytes in the memory, but in a
structured way. Moreover, usually, the code goes into the just in time com-
piler that transforms Java bytecode into native code. In the case of Java, we
do not think that this attack is truly realistic.

– Second attack: intercept the key. This attack is the most dangerous one.
Due to bandwidth limitations, we cannot decrypt the code inside the smart
card. It would be too slow. The decryption takes place inside the computer.
Therefore the key must be transmitted to the computer and temporarily
stored inside the computer memory. We are investigating methods to avoid
this security breach.

4.2 Smart Cards

The first arising question is: why a hardware token ? We needed a tamper resis-
tant box where we can store values securely. The stored values are: The usage
control value (time limit, duration limit, . . . ); The decryption key of the program
(from the previous section); A private key linked to the user.

An hardware ’dongle’ or a specific media (floppy disk or CD-Rom) does not
fit our requirements as we are dealing with trading of mobile codes that can
be downloaded from Internet. Therefore both should be ruled out. The user is
required to have a smart card and a smart card reader and that is a constraint
that the user may not accept. We think that this hardware requirement is the
less annoying. Smart cards are more and more widespread (at least in Europe)
and support for smart cards is already embedded in recent operating systems
like Windows 2000. We expect that in a few years time, smart card readers will



be embedded in the computer as it is already a recommended device in the norm
PC’99 [4].

Nowadays, we can consider smart cards as really tamper resistant boxes.
Physical attacks are quite complex to mount and need specialized hardware
devices [13]. Side channels attacks only retrieve keys used in some peculiar sit-
uations [11, 12].

The smart card allows us to increase the cost of hacking the program (Ch)
and strengthens the security of the encryption of the code.

Other attacks To our minds, the emulation of the smart card is the only re-
maining attack that can be mounted against. Because the smart card is accessed
via ’drivers’, those can be hacked and branched to a smart card emulator. It is
even more complex because data are downloaded onto the smart card through
an encrypted channel (details in section 5.4). You first need to extract those data
from the smart card before being able to emulate it because the private key used
to establish the encrypted channel is pre-loaded when the smart card is issued.

4.3 Watermarking

Context Watermarking allows to embed hidden information inside any byte
stream. Watermarking as such is not a protection mechanism that avoid piracy.
Rather watermarks are used to protect the rights of the copyright holder of the
data. Therefore they are used after an illegal operation has taken place. Concrete
objectives for watermarks are (from [14]): traceability of the data, robustness and
imperceptibility of the watermark.

The technology of watermarking has been first developed for multimedia
byte streams like pictures, sounds and video [16] and watermarking techniques
are often media dependent.

Applied to code, these objectives/requirements do not really change. But the
imperceptibility is more crucial in the case of executable code. For images, if
slightly modified, the general meaning will remain but for code, modifying the
behaviour is no more an option. So, this constraint will be very important and
we formalized this condition in [18] (extended form of the definition of [2]) by:

Definition 1. Transform a program P into a watermarked program P ′ with
the same observable behaviour. If P fails to terminate or terminates with an
error, then P ′ fails to terminate or terminates with an error. Otherwise, P ′

must terminate and produce the same output as P .

In [2], Collberg and al. presented a survey of the existing software water-
marking techniques. The analysis they made is useful because they showed that
almost all existing techniques are based on tips and tricks. Although those can
be very efficient, we have no guarantee on the security of those watermarks. We
must also remember that even in other media, this is not always the case.

In [18], two of the authors of this current paper and others built a new
theoretical model and a new type of software watermark based on already tested



techniques. The main idea is to reuse existing and quite secure techniques already
used in other domains such as images and audio. The reused technique is the
spread-spectrum technique. This technique adds a mark (constituted by a vector
of pseudo-random values with low amplitude) in the frequency domain of the
image or the audio signal. This mark is very difficult to remove and alter (see [9]
for more details). The frequency vector where the mark is added is composed by
the frequencies of occurrence of doublets and triplets of instructions. In order to
add the mark, these frequencies must be modified. The modification is done by
building a dictionary of equivalent code instructions. With a heuristic algorithm,
instructions of the code are replaced by an equivalent group of instructions in
order to approximate the new frequency vector (the original frequency vector +
the mark).

Implementation As it cannot be easily embedded within FILIGRANE, we are
currently working to improve this technique. The new development achievement
will be the subject of a specific paper. When implemented, watermarking will
not prevent piracy but will increase the probability of getting caught (Pl).

4.4 Obfuscation

Context Intuitively, the obfuscation of the code is aimed at modifying the
compiled code in order to make it non-understandable. We can be more formal
and use this definition (extended form of the definition in [3]):

Definition 2. Transform a program P into another program P ′ harder to re-
verse engineer with the same observable behaviour. If P fails to terminate or
terminates with an error, then P ′ fails to terminate or terminates with an error.
Otherwise, P ′ must terminate and produce the same output as P .

To be complete, we need to define what ”harder to reverse engineer” means.
This can have two meanings and both are interesting here: Alter the code to make
it very difficult to decompile. (target: the decompiler/deobfuscator) and alter the
code to make it incomprehensible once decompiled. (target: the engineer).

The first point is really important in the case of Java. Usually, if we have an
assembly code of the program, the task of the decompiler will be difficult but
not impossible [1]. As Java is executed in a Java Virtual Machine (JVM), there
is a Java assembly language which of a higher-level than a classical assembly
language. This is mainly due to the security and the bug-free properties of the
JVM. So, it is far easier to decompile Java bytecode [15, 17].

Code obfuscation also has a useful side effect. If the code is harder to under-
stand, it means it will be harder to reuse some parts of it too.

One may argue that encryption will suffice for our purpose. Remember that
the decryption key will be temporarily present inside the memory. Therefore a
determined hacker, with a lot of efforts, will get this key and be able to decrypt
the code. We want that, even in this case, he will not be able to extract any
useful information.



Implementation As the obfuscation is really an important protection tech-
nique for Java programs, we implemented advanced obfuscation methods in
FILIGRANE. Those methods were first described in [3]. We chose an useful
subset that encompasses: scramble identifiers, remove debugging information,
remove non-strictly necessarily information and modify the control flow of the
code by introducing goto instruction with misleading code.

The first three methods are targeted against the reverse engineer but the
last one is targeted mainly against the decompiler. This is the most efficient one
because the way we implemented it fools the decompilers and they are unable to
get a working decompiled code. Some instructions are missing or are misplaced
after the decompilation.

Obfuscation does not at all prevent the piracy of the program as a whole
but it will increase the cost of stealing a component (Cs) and the cost of reverse
engineering (Ce).

Other Attacks Of course this method can not totally avoid the decompilation
of the code. The code has a meaning and the obfuscation should preserve that.
Therefore, with enough time and resources, it will always be possible to recover
the code.

5 FILIGRANE Step by Step

In this section, we will describe how everything works. We will not go into
protocols and implementations details. We will just make a basic description
with the important points.

5.1 User Registration and Smart Card Delivery

The user must register in the FILIGRANE system to be able to use it. Once
registered, he gets a personal smart card with a private key stored inside. This
smart card will enable him to use the system.

The privacy issue can be raised here. This is not really the case. The regis-
tration of the user can be anonymous. The only technical requirement is that
the user gets a smart card. It is not mandatory that the physical user is linked
with his smart card. However a link can be made between all purchases made
with the same smart card.

5.2 Contract Negotiation

Before downloading the code, the end user and the provider must establish a
contract where all details are written. This contract negotiation can take various
forms. The important thing is that the contract is signed by the e-notary and
that both (end user and provider) get back a signed version of the contract.

To guarantee the security of the transaction, we can use a secure connection
between the provider and the end user. This secure channel is optional but is



recommended. For simplicity, we choose to rely on a SSL (Secure Socket Layer)
channel. To avoid duplication of key pairs, the end user key stored in the smart
card is used to establish the secure SSL link.

One of the easiest ways to implement that is the use of web forms. A web
form with various options appears in the end user browser. The end user chooses
the options he would like to have and the price is modified accordingly. Once
the end user is satisfied with the options, he sends the web form back. The
provider transforms the data into a language describing the options. The server
that produces the rules linked to the options is called the ERMS (Electronic
Right Management System). The ERMS writes those rules in a subset of XML
called SRDL (Software Right Description Language). With SRDL, we are able to
specify formally the chosen options. The provider signs the SRDL page and sends
it to the end user. With his smart card the end user also signs the contract and
sends the signed version back to the provider. The provider transmits the signed
contract to the e-notary. The e-notary adds its own signature and a timestamp.
This last version of the contract is sent back to the provider and will be annexed
to the mobile code package (explained in section 5.3).

As we already said, the payment mechanism is not included in this protocol.
However it can be fairly easily added at the end of the current protocol and with
the help of the right clearing house.

5.3 Mobile Code Packaging

Once the contract is signed, the mobile code must be packaged according to the
terms of the contract. The packaging also encompass the addition of security
mechanisms that were explained in section 4.

The watermarking is the first step of the packaging. Depending on the pur-
poses, it can be done once and for all to prove ownership or it can be done
dynamically with user dependent data to trace traitors.

After the watermarking step, the mobile code is obfuscated. There is a com-
plex link between watermarking and obfuscation. Obfuscation destroys a lot of
meaningful information and therefore is likely to alter the watermark. In fact, the
obfuscation is a very good attack against software watermarks. If the watermark
survives - that must be the case - then it will be harder to remove.

The obfuscated and watermarked mobile code is then encrypted with a sym-
metric algorithm for performance. The encryption key is user-dependent.

Beside the code itself, other data are also packaged. The signed contract and
the rules stored in SRDL and in clear text are also put in the package.

A final label is added. This label contains useful information like code name,
provider name, date, version, . . .

The package containing the mobile code (obfuscated, watermarked and en-
crypted), the contract, the rules and the label is signed by the provider. This
will guarantee the origin and the integrity of the package.

A smaller package for the smart card must also be made. This package con-
tains the decryption key for the mobile code and initialization values for the
rules (number of usage, duration limit, ...).



5.4 Software Downloading

The downloading must be divided into two different operations. The first one is
the classical software download within the web browser. This classical step can
be done within a secure connection but this is not required. Remember that the
software is encrypted and that the encryption key is not present in the package.

The second and most important part is the download of critical data inside
the smart card. Those critical data (rules and decryption key) must be directly
downloaded within the smart card.

Usually this step is done by first downloading data inside the computer and
then sending those data inside the smart card. For normal data, there is no
problem but here we have a security issue. If the end user can eavesdrop the data
and store them, he can resend those data once the limits have expired. Moreover
he can even retrieve the encryption key. Therefore this is not an option for us.

The solution is to avoid any trust in the computer. A secure link must be
established between the smart card and the provider. This secure link must be
end-to-end encrypted and the computer of the end user only plays the role of
a proxy for the encrypted data stream. Our objective is that the computer can
not access the decrypted stream.

As we use Java cards, we can use some existing mechanisms in Java to build
such scheme. We built a RMI (Remote Method Invocation) proxy inside the
computer that only relays an encrypted RMI channel between the provider and
the smart card. With this solution, the provider can interact with the smart card
without any data leakage in the end user computer.

5.5 Secure Execution

All previous steps are almost useless if execution of the mobile code is not con-
trolled. An important part is therefore the secure execution of the mobile code.
We have two major requirements here:

– We want to avoid unauthorized access to code. As we took a lot of precautions
to avoid illegal copy, illegal reverse engineering, . . . up to now, we need to
extend those protections when the mobile code is executed. The challenge
here is the encryption because the encryption is the only protection that
must be undone to be able to execute the code.

– We want to avoid unauthorized transgression of the rules associated with the
code. This means that the code can only be executed within our environment
and that nobody can bypass the security controls we will add.

Both are linked at some point because if you are able to decrypt the mobile
code, it will be easier to execute it outside our secure environment.

We customize a JRE (Java Run-time Environment) by adding the FIL-
IGRANE security engine. We are not going to describe all parts of the engine in
the detail but rather we will explain how it works. A schematic view is showed
in fig. 2.
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The FILIGRANE JRE is started. When a normal code (not protected) is
encountered, it processes it as a standard code without any intervention of the
security engine. When a FILIGRANE protected mobile code is launched, the
security engine takes the control. Note that when a condition is not met and the
resulting action is not mentioned in the rest of the section, it implies that the
mobile code execution is stopped.

– First step. The security engine checks for the presence of a FILIGRANE
smart card. If the card is inserted, it verifies the presence of rules and keys
linked to the mobile code to be executed. Parts of the rules linked with
the mobile code are checked before the execution of the mobile code. For
example, if the duration limit has expired, there is no reason to start the
mobile code.

– Second step. The rules manager (the ERMS client) is started and it receives
all rules linked with the code. The ERMS client will run in a parallel thread
and will dynamically check all rules. This ERMS client will be stopped once
the mobile code ends. If one of the conditions is met, a signal is sent to
the security engine that will take the appropriate action (stop, freeze, send
message, . . . ).

– Third step. The mobile code itself is launched. The code is loaded from
the disk (in Java, class by class). The decryption key is extracted from the
smart card and the mobile code is decrypted and then executed. As already
mentioned in section 4.1, this is the weakest link because the decryption key
will be temporarily in clear inside the memory.



One straightforward attack that can be imagined against the FILIGRANE
security engine is the hacking of the security engine itself in order to disable the
rules manager or to recover the key. This is really an important issue.

Although the security engine is not tamper resistant, we are not far of. Be-
cause we are working inside a JVM, we benefit from the already existing security
infrastructure of the JVM. An insider attacker (we mean an attack with a Java
application) is quite impossible to mount. Two applications cannot interfere in
Java because of the sandbox it imposed.

An external attacker would be a little more successful but this remains com-
plex. He can try to modify the classes of the security engine. This will be difficult
because those classes are signed and the signature will be verified by the JVM.
To be effective, he also needs to hack the JVM itself to avoid the signature verifi-
cation. Another method is to try to access the smart card directly. Although the
security engine authenticate itself to the smart card, it should not be impossible
to simulate this authentication. If successful, it only enables the recovery of the
keys because the security engine itself cannot raise the value of the counters,
only the provider can do it. One last method - the most effective - is to dump
the memory to get the decryption key.

6 Implementation

When we designed this security infrastructure, we focused on a practical security
infrastructure for mobile code commerce and not on a theoretical one that would
be nice on paper but unusable in practice. Therefore, we were able to build a
quite complete working demonstrator of our infrastructure.

The demonstrator consists of a server that merges two roles (the producer and
the provider) that sells Java applications in a web server and a end user computer
with a smart card. The contract negotiation, the mobile code packaging, the
software downloading and the secure execution described in the previous sections
are implemented as such except the e-notary and the watermarking.

7 Conclusion

As we have seen, the e-commerce of mobile code is not obvious to protect due
to the various issues to be addressed. Many techniques can be used for that
goal. However if we want a usable system that is quite user-friendly, we cannot
guarantee a 100% security. With these basic security blocks, we built a working
framework that does not loose too much security.
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